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A study on traffic monitoring and analysis for
understanding the communication activities of intranet hosts

Hiroshi TSUNODA V', Masaya OKABE V

Abstract

For intranet security, an administrator needs to understand the communication activities of
each host in the intranet. Here, the communication activity indicates with whom the host
communicates, for how long, and for what kind of communication. Such information is helpful for
both prevention and post-response to security incidents. This research monitored traffic flow in
our laboratory's real-operated network. We analyzed the monitored flows and visualized the flow
information using a Sankey diagram to show the communication behavior of the hosts in an easy-
to-understand manner. Also, we developed a simple web application to display a Sankey diagram
visualizing the flow information of a specified host interactively.
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(a) TCP (Transmission Control Protocol)

(b) UDP (User Datagram Protocol)

(c¢) ICMP (Internet Control Message Protocol)
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