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A study for monitoring of non-user-initiated traffic in intranets

Hiroshi TSUNODA Y, Masakatsu TARUKAWA %, Yoshiki HONDA 2

Abstract

A complete understanding of network traffic sent and received by intranet hosts is the
ultimate goal for intranet security management. However, network forensics against the massive
amount and a wide variety of traffic is complex, and thus we need to prioritize the targeted
traffic for the forensics. In particular, it is crucial to be aware of network traffic that a user does
not directly initiate because such non-user-initiated traffic might be caused by any malicious
element such as malware. This study gives two contributions: 1) developing the monitoring
mechanism of non-user-initiated traffic toward unused IP addresses in IPv6 network and 2)
demonstrating the host-wise analysis of non-user-initiated traffic in a real-operated intranet.
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