FUL THEREHHAT A EW e+ > & —H % EOS
Vol.24 No.1 p49 ~ p.56, 2012

(Rft 7258 )

SNMPI2kA %y I —20Xx U Y 2AT50D
WS Y ) r — > 3 v ORISR

mE mY - KE #HEE? - x= Ly vy AT 44—V F2

(2011 4F 12 H 27 HH)

Development of Configuration Management Application of Network
Logging System using SNMP

Hiroshi Tsunoda ', Kohei Ohta? , Glenn Mansfield Keeni %

Abstract

Logs generated by operating systems and application programs provide important information
to a network administrator. Logs are used for various purposes including security management,
audit, and forensics of intranet. To use logs for such purposes, management of a logging system
itself is an important issue. In this paper, we tackle the configuration management problem of a
logging system. A logging system is composed of three elements; originators, collectors, and
relays. If there is a mismatch between the configuration of those elements, the path of log
collection will be disconnected and logs will be lost in during the transportation. In order to
prevent such losses of logs, we propose to collect the configuration information from all hosts in
intranet and visualize the path of log collection.
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Dec 18 14:17:01 mars CRON[6192]: pam_unix(cron:session): session closed for user root
Dec 18 15:17:01 mars /USR/SBIN/CRON[6256]: (root) CMD ( cd / && run-parts -report
/etc/cron.hourly)

Dec 18 15:17:01 mars CRON[6255]: pam_unix(cron:session): session closed for user

root
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#1 g r7ofbEy) #2 UTORLE
kernel uucp local0 emergency
user cron locall alert
mail authpriv local? critical
daemons ftp local3 error
auth ntp local4 warning
syslog security local5 notice
Ipr console local6 information
news cron local7 debug

HEHRAMIBWT, uronHEEOHT1RE % £ Syslog I § 2% Elx, 210K
9 & 9 % syslogconf 7 7 A WIZT F A MEATRSBE ENTW5, syslogeconf 7 7 A VD
—yHerZroaHEE R L, “HHERFoarsol i RT. 2L, K2 O TR
BT, FERICE D S B AR D warning T 5 O 7% /usr/adm/syslog 7 7 4 W IZH
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EZIRLTWD,
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*.=debug -/usr/adm/debug
*.warning /usr/adm/syslog
*.=crit;kern.none /var/adm/critical
kern.crit @finlandia
kern.crit /dev/console
kern.info;kern.!err /var/adm/kernel-info
mail.=info /dev/ttyl2
mail.*;mail.!=info -/var/adm/mail
*.=emerg *

*.alert root, joey

2 Syslog.conf 7 7 4 VDB

Iy NI =2 Z@UTO T R EY — NANERT B854, Syslog TIEY AT A 2 HERK
T25HRAMILTOVWTIIOEEEZRFD [1].
® U 7/ % Hi7)9 % originator
o 1 /%N 5 collector (Y& —Y)
® originator & collector D[ TH 7 % k94 % relay
originator 2 5 %[5 SN7-u 7k, B, T2k 1B ED relay ##8H L T collector
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relay & L CHEIWEL TV 5K A b D syslog i E A% > THIIL & AL collector O Hik 315
IELTw2 ), HED relay TR ZOHHENPIL—T L T2 ) 5% 8, REICRES
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OF 7 AT LAOMREHIZIE, 2 PT—=2HDOTRTDOKRA D5 syslog.conf
FPEL, BHOKRA MBI 2 EFEREZREL T—BULHHET 5 2 L ETH S,
AIFFETIL, Z @ syslogconf DILEIZ A ¥ — % v b OEEFH 70 b 2)L SNMP %
W5, syslogeconf lZMHEDTFF AN 77 A NTH A7, TEFTPE#EH L CTHET S )
FELEZONLDY, SNMP#HMHT 5Oy N7 —7EH I AT 412, RET LHIE
B Z AL — XA T 572012 SNMP % v C syslog.conf Z HU5 3 % Fét % FRH L
726

SNMP 12 & % syslogconf ® FU#3 12 1%, #7122+ LB EMIZEE L 72 Syslog
Configuration MIB (Syslog-C-MIB) % f /3 %, Syslog-C-MIB ® &% X 1 12787
syslog.conf 17 — 7 IWIER D syslogCTable + 7 = 7 MZxti L, syslog.conf @ 1 1745
7S syslogCTable DT> b 1) Tdh 5 syslogCEntry + 7Y = 7 MM SN Tnw5b, EHE
& syslogCText 4+ 7Y = 7 b D% SNMP % FIH L CTHHIZ G A 13 2 & T syslog.conf
NEZHIRFTE %,
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syslogCMIB
I~ syslogCNotifications
—syslogCObjects
syslogCTable (syslog.conf [Z®i)

syslogCEntry (syslog.conf 14T IZxtiG)
t:syslogCSeq (17ES)
syslogCText (TMXF3)
— syslogConformance

syslogCGroups
syslogCSystemGroup

syslogCCompliances
syslogCCoreCompliances

3 Syslog Configuration MIB D i

<rule_list> ::= <rule> | <rule_list> <rule>
<rule> ::= <selectors> <action>
<selectors> ::= <selector> | <selectors> ';' <selector>
<selector> ::= <facilities> '.' <severities>
<facilities> ::= <facility> | <facilities> ',' <facility> | '*'
<severities> ::= <severity> | '=' <severity> | '!' <severity>
| "1 '=' <severity> | '>' <severity>
| '=" '>' <severity> | '>' '=' <severity>
| '<' <severity> | '<' '=' <severity>
| '=' '<' <severity> | 'none' | "!' 'x' | '’
<facility> ::= 'mark' | 'kern' | ‘'user' | 'mail' | 'daemon’
| 'auth' | 'syslog' | 'lpr' | 'news' | 'uucp'
| 'cron' | ‘authpriv' | 'ftp' | 'locale’
| "locali' | 'local2' | 'local3' | 'local4'
| "locals' | 'locale' | 'local7' | 'ntp' | 'netinfo'
| 'remoteauth' | 'install' | 'ras' | 'launchd’
<severity> ::= 'none' | 'emerg' | 'alert' | 'crit' | ‘'err’
| ‘error' | 'warn' | 'warning' | 'notice'
| "info' | 'debug'
<action> ::= <remote_host> | <file> | <users> | <process>
<remote_host> : '@' <host> | '@"' <host> ':' <port-number>
<host> ::= HOSTNAME | IPV4ADDR | IPV6ADDR
<port-number> ::= DIGITS
<users> ::= <user> | <users> ',' <user>
<user> ::= '*' | USERNAME
<file> = FILENAME | '-' FILENAME | '|' FILENAME
<process> ::= '|' PROCESSNAME

4 SR BNF F2#:12 £ % Syslog.conf 7 7 A VD3R
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[Caution: Loop of logging path is detected!
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